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% —Z ik Introduction

1.1 MQTT 89 2842 2 ) Organization of MQTT

ARFETHEANEF

o H—%_Hu

o =% — MQTT4E4] 1 L% X,
o F = —MQTTH#4I4R T

o FwiE A

o BAF _wh

e 553 — 1 lWebSocket
o BltE _ —HMAMR
o [HEB— &AM E A

1.2 X1 Terminology

AFF F B89 XA4EF oL MUST » 58 MUST NOT » # K REQUIRED - 4 4 SHALL » &
4 SHALL NOT » &% SHOULD * 7% SHOULD NOT » ##% RECOMMENDED » T ¥A
MAY T &% OPTIONAL #f & 4% IETF RFC 2119 [RFC2119] ¥ ) 4 1 Af £ o

M % % 4% Network Connection
MQTTAE R 89 )& B 4% 3 13U IRk % 36 ©

. z»)’z%ﬁuﬂ CHEAEIR %55 o
. BERFH ~ T ~ BT T RAEH o

BIF 42 o
k2 7% & Application Message MQTT Uil i B 2845 4y o2 i 4048 &2 A 7K B3R T MQTTH%
et eNNA XKGRE A E (QoS) F2 £ (Topic) °
% P 3 Client
1 RAMQTTO AT R X & o B P om &2l g M %55 R o B
o R RHELLCMXYGEP -
o T AEREZAR K5 & o
o BUKITH B REZ R AE &EGER -
o IRk o



& % 3% Server
— AR REEG AR R BB sEFERITHANE P HZAGFN - RS

FEZRABP SHOMEEY -
BZEPREAMOGL L -

IR P % 6T M AR BOE AT HaE R o

R RSB R AT AR P % -

1T /] Subscription
ITHaEs— A2 ﬁ@(Rmcmmv%~4ﬁk%m%ﬁ%<&ﬁ>%%oﬁw%$4%
7% (Session) XK o 2ETUEE S T —ANITH o 2ENHEMTAMA —ANFF G AT

05 B8R
TR o

F 4 % Topic Name
Mo fe pr RH B BB — MRS RS % S im LT IR & o IR %54 B — A8 A
Y —/NILELEG B P 3R IT H o

F A3 )& E Topic Filter
T EeH—AMREX ATATHAXG ARSI o AL ST UL A @ BT o

21% Session
BP R mZ R REREL o — R ER g KkGMNBEZE—HF > 5L TULEEP
FolR %5500 % NEBMBEZRT K -

24| T MQTT Control Packet
AR MBEFELZGEERIEL - MQTTALE LT o r B X R agdEdiEL » Lo —4
(PUBLISH#&X) A THE# A H & o

1.5 #IE & = Data representations

1.5.1 =t #]1% Bits
FF P OLLIN0Z]T o BT LR FH A AL 0 B0 A RAKA AL o

1.5.2 # % % {4 Integer data values

B A AE 164 0 42 A K3k 5 (big-endian » &4z F 7 EARALFF AT @ ) o & FRA—4M164%
%%Eﬂ%i%mﬁﬁmﬁ&%? (MSB) » /& @R A& RMAHFF (LSB) -

1.5.3 UTF-8% #% ¥ 47 % UTF-8 encoded strings

Jo @ ARG IE R AR TP ) LR FE B HUTF-84 X 89 F 7 $ - UTF-8 [RFC3629] £—4
ZafgUnicode T4 RAME R 0 A T IBFA T IR AR » ©xtASCIFH 89 %A T EAL o



F—NFHERANAFTIOREFTEEATR € EXNFHBUTF-8% 4 89 5 ¥ 4 »
CAVEE ] 1.1 UTF-8% 40 54 S i 454 P Rhat o BT A4 JUTF-8R A 89 545 6 KA
—/NTRH 0 RAeAB L 655355 F o

M3k A LA 0 BT A BJUTF-8% A0 F- 4% % 8 K AR LM 20565535 F F X MBI A

B ] 1.1 UTF-8% 75 5 4F % 89 4 #3 Structure of UTF-8 encoded strings

= Az 7-0
byte 1 FHEREGRHAZTT (MSB)
byte 2 FRHEREOREAXFF (LSB)
byte 3 .... R K ERTO0 X ZRUTF-8% 4 89 F 45 4048 ©

UTF-8% % F 5% & F &9 F 55 4k 35 44 2 & % BB Unicode#. 7€ [Unicode] & X # 4= /£ RFC3629
[REC3629] # &9 69 A 2 BUTF-84 X, o 4571 & Z 5 h 092 » RBFIE R4 F A £
U+D800#=U+DFFF X Ia] 89 238 o 4o R IR 53 R FE P w3l T — A 88 £ UTF-8F 4F 89 4% 4
R CHLR XM % EHE [MQTT-1.5.3-1] °

UTF-8% 55 # 4 & A8 614 % F A U+0000 © 4o £ 8 P 33 KR 53850k 8] T — 4 6,4 U+0000%)
PR 0 BLR X MM %% [MQTT-1.5.3-2]

B P R Z G AT @ EUnicode XD &8 % o do k— NI E (RE#RE P %) K3
TEATHAEEFAOIERRL > ©TAEXA MG EE

U+00014=U+001F X4 &9 4 %] 5 7%
U+007F#=U+009F . Ia] &9 4% %] 5~ 4F
Unicode#. 76 € L 89 IF F /- KA & (4] 4= U+0FFFF)
Unicode#. 76 & LR & 4 (#]4=U+0FFFF)

UTF-8% %5 5 7| OXEF OxBB OXBF & &% f## A U+FEFF (X R EERITZGFHF) » £ T
B T SO 2L E o BUERER T R AR EE [MQTT-1.5.3-3]

JEA &= %] Non normative example

Blde » FHE A AE—AETFEAS @RE— KD LU+2A6DA(E AT — AT B #H%
—REXEF RBY O FH)  RAFH SR T

B ] 1.2 UTF-8% 75 F 4% % 3k . 7u 7 %] UTF-8 encoded string non normative example



Bit 7 6 5 4 3 2 1 0
byte 1 F 5 % k& MSB (0x00)
0

byte 2 F 55 % k& LSB (0x05)

0 0 0 0 0 1 0 1
byte 3 ‘A (0x41)

0 1 0 0 0 0 0 1
byte 4 (OxFO0)

1 1 1 1 0 0 0 0
byte 5 (OxAA)

1 0 1 0 1 0 1 0
byte 6 (0x9B)

1 0 0 1 1 0 1 1
byte 7 (0x94)

1 0 0 1 0 1 0 0

1.6 %% 4 ¥ Editing conventions

ANCRAFEZH T AR —EREER » NN E AR T —MXAHEXGI]A -
[MQTT-x.X.x-y] °

MEER

e MQTT# L ¥ LhR
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# — & MQTTi£ 4] L4 X, MQTT Control
Packet format

B %

o F—F -4

o F=—% _MQTT4=#| & L X,
o H =% - MQTT4E#I R L

L4 ;T% ‘i—ixﬁﬁ/]

o BAF A

o %53 — 1% JWebSocket
o FLtET _ —HMAI

o [H3EB - R%IMEMTE 7 A

2.1 MQTT4z %] L 89 454 Structure of an MQTT
Control Packet

MQTT LA i L3 T E LAMQTTAEH R Tk 1813 o X —F X IR TAYHE X, ©

MQTTIEH BT =390 > 2B Hp 2.1 —“MQTT4E4] 40 5 09 45 4 #5369 5 -

A 2.1 -MQTTHE#| 4% T 89 44

Fixed header Bl 2 4Rk o PR FEH 48 UAR 604
Variable header TERK 0 RS IEHRLEE
Payload BB Ay ERBEL LS

2.2 [ % % 3k Fixed header

FAMQTTER R IA 5 —NE WK o Bp 2.2 -F @ ki) #K T B WK%
X, o

E ] 2.2 -l & 4Rk 194 X,



Bit 7 6 5 4
byte 1 MQTTHE#] L 89 £ A
byte 2...

3 2
R I D BT
HAKE

1

0

s &AL

2.1 MQTT4E#] # L 89 £ % MQTT Control Packet type

e

i
]T“J%%

R TAHML G S

FA 2. PR EA

25 LA
Reserved 0
CONNECT 1
CONNACK 2
PUBLISH 3
PUBACK 4
PUBREC 5
PUBREL 6
PUBCOMP 7
SUBSCRIBE 8
SUBACK 9
UNSUBSCRIBE 10
UNSUBACK 11
PINGREQ 12
PINGRESP 13
DISCONNECT 14
Reserved 15

2.2.2 1= & Flags

B 48k

b 1f e iz & L

» XA B T L

DRAANFT o Z#AMET4 -

BRI TG
£k

&P ow B R 5ok
R % 3% B\ & P 3
P A7 G AR AL
P A7 G AR AL
P A7 @ AR AL
M A7 @ AR AL
M A7 @ AT AL
B P kB IR % 5%
R % 3% B & P 3

&P w B R 5o

MR %5k 3 B P 54
& P i B IR %5k

IR % 5% 3| & P 3%
& P o B IR %5k

b

o BB SR AR &
4.8% [MQTT-2.2.2-2] *

WA 21 -FER R KA

e o
3
&Pk RERRS
i 3% 40 U IA
B AW &
QoS 174 & & i M B #4110
i &l

B P 3T g R

T W R AR ST A
B P amBH T AR R
BLIH 1T 1) 4R STAAIA

W3 kg R

3 koo 2

B P ot 4
3

(ARTE AT 5 —
BAEER (RIEZAF =
QoS 27K & & Tk (FRIER

IANF T AR R 4E [3-0] 88 HFEMMQTTEH R L LA F o9z & o
I EAL o ZAE 2.2 P ARATAR IR ARG AR EAL 0 ARG
7| 6948 [MQTT-2.2.2-1]

R &RAE 2.2 -

BB E » bR% B A R

Fe R E A IE AT SLE A E R S



&% 2.2 - 4= £1% Flag Bits

8| /T /KA E Bit 3 Bit 2 Bit 1 Bit 0
CONNECT Reserved 0 0 0 0
CONNACK Reserved 0 0 0 0
PUBLISH UsedinMQTT3.1.1  DUP!T  QoS? Qos? RETAINS
PUBACK Reserved 0 0 0 0
PUBREC Reserved 0 0 0 0
PUBREL Reserved 0 0 1 0
PUBCOMP Reserved 0 0 0 0
SUBSCRIBE Reserved 0 0 1 0
SUBACK Reserved 0 0 0 0
UNSUBSCRIBE Reserved 0 0 1 0
UNSUBACK Reserved 0 0 0 0
PINGREQ Reserved 0 0 0 0
PINGRESP Reserved 0 0 0 0
DISCONNECT Reserved 0 0 0 0

o DUP =p#ifix 0 & 20 ke &
e Q0S2 = PUBLISH# X #/R 5% & %%
o RETAINS = PUBLISH#E X 4942 8 47 &

PUBLISH#% %] 4% T F #)DUP, QoS#*RETAIN# & 8945 3k J, 3.3.1F ©

2.2.3 # 4 ¥ £ Remaining Length
LB NB2NF A o

TR TR R TP 80 @3 DK F 0 a4

%% (Remaining Length) & & % ar
REER RREFEAF T FE -

P o i“'] .45 M T %A &

BAKEFEEARN—ANTRERETE > 3t PT1280 A CiE R 2 FF gL o F KA T®
0y 7 AL o RTAZ A BAL A THRAEE » RAaAZXEA TR TALTAEESLNFT o AbAA
FF T AR 128 M F i fe — /N 445 (continuation bit) ° R R ¥EFERKINTF
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FEHL R E

Bl 4o » + A KOARAKBA A —ANFF o FALABS » Tt A AT AH0x40, o TR B K F
321(=65+2*128)ik % % 4 A~ FF » RAKH AT o H—/FF 2 65+128=193 - i
BERAEANRTEBETER—ANFF o HFAFFTE20

AL

R A2 R % 5 K256MB(268,435,455) K <1 69 48 H] 48 ST o X AN BB 12 - S F 69 &R
#& . OxFF,0xFF,0xFF,0x7F °

A 2ARRKEFEORDEFTHRREATEAEATOBEETFHK -

A 2.4% &K B FHH K] Size of Remaining Length field

F K RME R

1 0 (0x00) 127 (OX7F)

2 128 (0x80, 0x01) 16 383 (OxFF, OX7F)

3 16 384 (0x80, 0x80, 0x01) 2 097 151 (OXFF, OXFF, Ox7F)

4 2 097 152 (0x80, 0x80, 0x80, 0x01) 268 435 455 (OxFF, OxFF, OxFF, 0x7F)

yALRT (AT RTAR T %8 5%3% » k&t 2dn &4x)

145 % 8t > JL0(0x00)%] 127(0x7f)

245 B AL128(0x80,0x01) ] 16383(0Xf,0x7f)

345 B A 16384(0x80,0x80,0x01)%1 2097 151(0xFF,0xFF,0x7F)

A/ B > I2097152(0x80,0x80,0x80,0x01) 21 268435455(0xFF,0xFF,0xFF,0x7F)
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JEMEFIE

FERERXIE AT RGBT RGF T

do
encodedByte = X MOD 128
X = X DIV 128
// if there are more data to encode, set the top bit of this byte
if ( X >0 )
encodedByte = encodedByte OR 128
endif
'output' encodedByte
while ( X > 0 )

MOD A f » DIVA 2 %% » ORZALEER (CIEEZF 2N A% /)

AL

FIR K TR H ke T

multiplier = 1
value = 0
do
encodedByte = 'next byte from stream'
value += (encodedByte AND 127) * multiplier
multiplier *= 128
if (multiplier > 128*128*128)
throw Error(Malformed Remaining Length)
while ((encodedByte AND 128) != 0)

ANDZAL#EMES (CiE 3 F89&)

IAF R LR 0 value &2 038 & R & K 2 69144 -

2.3 7] T 38 3k Variable header

REMQTTAEH R T @& — AT LR KI5 o € B AR KA fRZN o T LARK 89 1 EARIE
BXRMG IR M AR o 7 % /K89 LARIRA4 (Packet Identifier) FH A& T 2 AARA
B/ L E o

2.3.1 R L4124 Packet Identifier

A ) 2.3 -3 LAz 1R 45 F ¥ Packet Identifier bytes



Bit 7-0

byte 1 A& TAR R A MSB
byte 2 i TARIR 4T LSB
BLPEHNBLGTERKT Y EE—AAFTORIAZRFFH - LLERIE

PUBLISH (QoS > 08) » PUBACK ® PUBREC * PUBREL * PUBCOMP ° SUBSCRIBE,
SUBACK » UNSUBSCIBE » UNSUBACK -

SUBSCRIBE * UNSUBSCRIBE#*PUBLISH (QoSAT0) 4|4 L b/ e,48— 13 K8516
{2k LA 4F (Packet Identifier) [MQTT-2.3.1-1] © & P 3% AR K £ — AN F 693X & XA 69 38 T
B AR 5L R 9 B — A % AT AAE A B9 - AR IRAF [MQTT-2.3.1-2] e m R —AF Pt 2T K XA
FROGIERI AR > G ERAANRLE » CabFAE AR 894724 © 3 & PR T LI AR
XAt B ARG 0 AR AR R AAERT A ° QoS 149PUBLISH*T & 49 ZPUBACK »
QoS 28 PUBLISH=t & 8 £ PUBCOMP @ 5 SUBSCRIBE UNSUBSCRIBE *{ 2 &9 %~ % &
SUBACK HUNSUBACK [MQTT-2.3.1-3] ° & % —AQoS 089PUBLISH4R UK » 48 F] 89 & 4
i& F TR 4 5% [MQTT-2.3.1-4] °

QoS+ T0#PUBLISHAE L F fit &2 4 4712 4 [MQTT-2.3.1-5]

PUBACK, PUBREC, PUBREL& U 547 8,2 5 &1 & i% 69 PUBLISHAR U A8 FF] 89 4k SUAR 1R 4F
[MQTT-2.3.1-6] © %443 » SUBACKA"UNSUBACK 34 /7t €4 12 2¢ 2 8§ SUBSCRIBE #=
UNSUBSCRIBE#& X ¥ 4% A 69 4% LAz 12 4F [MQTT-2.3.1-7] °

TR AR IR IER R LA 245 2.5 -0 50 AR AT 09425 4L RO

R A 2.5 -84 4R TR R A 8942 4] 3 T Control Packets that contain a Packet Identifier



T2 4| 48 T
CONNECT
CONNACK
PUBLISH
PUBACK
PUBREC
PUBREL
PUBCOMP
SUBSCRIBE
SUBACK
UNSUBSCRIBE
UNSUBACK
PINGREQ
PINGRESP
DISCONNECT

B P shFe IR 4 s A AR S B AR SRR AT o Bk 0 B P 3R 4 3% 04 AR ] 8 3R AR IR
T ASEILH R 8 Bk o

LR

B P in R EARIRIF A 0x1234 8 PUBLISHAR L » €A 7T 88 & £ MBI A8 A~ 4R LAY PUBACKZ T
FCEN IR G o R E 8 B — A TSR] 691258 3 AR IR 4T 4L A 0x1234 8 PUBLISHAR T ©

Client
PUBLISH
--PUBLISH
PUBACK
--PUBACK

2.4 A 3 #47 Payload

FEMQTTHHM B L ARG RGNS LE—MAREH » BB AR =Fl o ¥ T
PUBLISHR LA 2L 8Tt A 4 B o 245 2.6 — B0 A i tgdz sl L 2| T & 2H %K

BAT A FERI AR ©

BXAR R T

EEs
EEs

7 H %
FE
7 H

Server

Packet Identifier=0x1234---
Packet Identifier=0x1234
Packet ldentifier=0x1234---
Packet Identifier=0x1234



A& 2.6 — 814 3 A7 69 42 4] & L Control Packets that contain a Payload

FEH R T A AR BAT
CONNECT =&
CONNACK rHEE
PUBLISH T %
PUBACK rHEE
PUBREC rHEE
PUBREL rHEE
PUBCOMP rHEE
SUBSCRIBE =&
SUBACK S
UNSUBSCRIBE =%
UNSUBACK rHEE
PINGREQ NS
PINGRESP rHEE
DISCONNECT rHEE

MEER

o MQTT#H L F LR
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# =% MQTT4£4] 42 L MQTT Control
Packets

o
%‘\5

1
>
)

1
N

— MQTT4z %] 4& L4 X,
— MQTT42 %] 4& T

— BAEITA

— A

— 1% FlWebSocket

- —H M AR

o [t%B - BF AL E

Iy

T W W
BB Ji
i ﬂﬂ\A ﬂﬂ\ﬂ‘ ﬂﬂ\ﬂ‘ ﬂmp %ﬂ% o

[ ]
/oW W
)

AFAX

3.1 CONNECT — # 3 Mk % 5%

e 3.2 CONNACK — #ik & 33 K

e 3.3 PUBLISH - X% i} &

e 3.4 PUBACK —% 7 #ik

e 3.5PUBREC — A/ 3] (QoS2° %—)
*/F

e 3.6 PUBREL — Z#i#3 (QoS 2 > %
e 3.7 PUBCOMP — £ A 7% (QoS 2>

e 3.8 SUBSCRIBE - iT ] £ #

e 3.9 SUBACK — 1T M ##ik

3.10 UNSUBSCRIBE —8 74 iT 1]

3.11 UNSUBACK — BUiH 1T i #4ik
3.12 PINGREQ — ww8ki# K

3.13 PINGRESP — & #kef &

3.14 DISCONNECT -7 7+ % 4

)
=%)

MEER

o MQTTH# ¥ TR
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3

3.1 CONNECT - £ # /R %5
BPHBIR R MBEZREITE » B P 5K ELRE %69 % — MR LM £ZCONNECTAR
X [MQTT-3.1.0-1] ©

B—AR%EELE > B Pk R FER % —RCONNECTHR U o MR %355 5L MG B P 5k K469 5 =
A~CONNECT R T & AF W Uik LA 32 HF BT H & P 93 69 % 3% [MQTT-3.1.0-2] © A X 45X 432 69
1z &EE A48 o

HAEBATOE—ARENRAFE o IR P H0E—4R 125 > WIllEZR > Wil & » AP
LA REL o T B P#RIRZI s R ECHFHEMBAETRY » ATHREERAETET TR E TR
TERZOLSREFH -

3.1.1 & T &% Fixed header

E 4] 3.1 —CONNECT 4% U #) Bl & 4 3k

Bit 7 6 5 4 3 2 1 0
byte 1 MQTTH#HR L EA (1) Reserved & ¥ 1%
0 0 0 1 0 0 0 0
byte 2... FARKE
HARKETE

FIRKEFTTERKOKE (10FF) W EARXBATHKRE o hiy AN 2.2.37 6935080 o

3.1.2 7T & 4k 3k Variable header

CONNECTHR X8 T R k#x THRF B2 wWAFH& : L% (Protocol Name) » il % 5!
(Protocol Level) ° ###4r & (Connect Flags) #=#*#F& % (Keep Alive) ©

1% Protocol Name

B 3.2 -t LG F 0 R



LA 7 6 5 4 3 2 1 0

A

byte 1 * & MSB (0) 0 0 0 0 0 0 0 0
byte 2 % & LSB (4) 0 0 0 0 0 1 0 0
byte 3 ‘™ 0 1 0 0 1 1 0 1
byte 4 ‘Q 0 1 0 1 0 0 0 1
byte 5 T 0 1 0 1 0 1 0 0
byte 6 T 0 1 0 1 0 1 0 0

WL 2R THILE MQTT #9UTF-8% A 69 74 % - MQTTHL LA B SR AT 2R TRIAF
FE gt K E o

T O Yk 4k 32

Yo R LG T IEFA R G 38 T AW 5 P o 89 3 » T A L S )
B2k 2 4L L CONNECT 3R T

CONNECT# L o T /g — #1755 » & BAME » IR 5% 14
[MQTT-3.1.2-1] °

AL

A M T B » Blde iy K3 > TR RS R RAMQTTRE o

L% %3 Protocol Level

A #) 3.3 - Protocol Level byte L4 5| 5 #9 m%,

| 7 6 5 4 3 2 1 0
L% B
byte 7 Level(4) 0 0 0 0 0 1 0 0

& P R 8AL 89 T AF 5 A A T LA 5 TR A o T3 RRM L > iU B TR A 4R
4(0X04) ° 4o B K I A58 Ph DU H] » IR 538 b I 25 K 1A — AR AL A OX0T (T A5 89 P it
% %]) #9CONNACKAE X 4 5 CONNECT X » K6 Wi F % 7 3 89 i 4 [MQTT-3.1.2-2] -

# 347 & Connect Flags

EERIFTELS—EATHEZIMQTITEEZITAN A - SR EARXBT PN TERETS
E o

A 3.4 -3& A7 &AL



Bit 7 6 5 4 3 2 1 0

User Name Password | Will Retain Will QoS Will Flag Clean Reserved

Flag Flag Session
byte 8 X X X X X X X 0
PR %5 3 5670 % TECONNECTAZ Hl R Loy IR G Az &AL (R0M2) REH0 W R A 0LAB A F

P %% 8 [MQTT-3.1.2-3]

# 3% 4% Clean Session
B EEAREETYE 1
IANAZHEEI T T LB RAGREF X o

KPR Ae R En T MRS 2ERA » AR A EBEGTEN AR o X AMe A8 T
Bl AERAY AL o

4o R H® 415 (CleanSession) 1x &MWL E A0 REHLMAT ZaTaE (K P #irR
FRg) REREEE P #0815 c R EAGRANEP %ﬁﬂm—r%ﬂﬁéﬁ/‘\i@ PR % 3% b
MANFE—ANFT 208 o EEZBIAIE - BERWAE » B P bR EmLARERER S
[MQTT-3.1.2-4] » % 38 &k s & 4 06 235 E BT Z 6 o IR 538 5 R 3§ Z 6 89QoS 14
QoS 2% F| 89K BARB A £ ER B —3 0 > do R LIH & I B W &40 B P 5 69 14T 1T K]
[MQTT-3.1.2-5] © & % 3% 4. 5T VAR 7 i A8 Bl & 69 QoS 0% B 69 74 & o

%%$EA%(O%m%%mﬁﬁﬁﬁﬁ%%1’Eﬁﬁﬁm&%%ﬁ%ﬁzﬁ%&ﬁA%#
FHe — AN H G 21E o DIERIFE ML EFERH KRG E o« 5RXN21E LB REEIE TR
WAL Z )6 89 415 A [MQTT-3.1.2-6] °

Pty it KA 846 ¢

o TRRALIRSHW

12 & F & A T ARAAINEIQoS 172QoS 24 7| #4974 &
o LMIREHER 22X RA R

BH RN QOS 24 B 8 & o
B %580 2iE R A L4

o LERTHAE S L ERANECHIAESE o

o BPHIITHIZ & o

o LHRRHELEP % AL LEEA T ARAINYQoS 147QoS 242 5| 4974 & ©
o PP R P 5% 69QoS 142QoS 24 5| 897K & o

o TINE P smiEI » 122X RA T ARFAINIQ0S 2% 7 897K & o

o it BEERELEF #19QoS 0&F 897K & o

BHETRRR G maEREG Iy £ AN REMRREH & [MQTT-3.1.2.7] ©

HERSEMEARA Fatmd NE 41T o


https://tools.oasis-open.org/issues/browse/MQTT-3

LERAEREBXE AN » BP H AR 58 0 R B M s T FE AR TFARE -
AT E
ATHRAERLAEARBHREG M > EPmoaftAatREFE1TEFARER 4
Bl ERT) o
AT E
— kW B R EENE AR FELEAREREAORT  FERIHAE A AL - &
MNEFRETERGEA c AR EREREAVNE P w20 E a2 fH L& m A
e REFER AR E B FHITHIETA X6 24 o FEAEREREANNE P w2k
B BT A {2 € 3 W1 0 18 & 77 69QoS 147QoS 2 51 8974 & o Bk » B RN £ K& W
FHHA R 6978 & 0 FB1% FIQoS 1% QoS 24 5| » Rt FE AE R E R E A0 -
AT IE

FEAEREONBE P HEEN s CERREFAEBENABSRECHMQTTLERS ©
W RATEAEZEHEARR ETEINIANRSES > BPHEBERZ AR FELLERE
0 BRPHRECZIEAFABEAZXIANLEN » R BB FELEHREEEA1REBAEHE—
Koo RGWI &R o

i % #7 & Will Flag

2B RN HE2L o

#BirE (Will Flag) #HEEHN » RrteREHFRLMELT » &% (Will Message) A &
LG AR S HALGRZANMBEERIK o LEGMAEIEXAE > RS 5% LM E A XA
W & 0 R JEIR % 5% M 2 DISCONNECT 4R U A Ml ik T X AN 3% 7% & [MQTT-3.1.2-8] °

RBEEE MG LM OB RRT

o JRZ3HIME] T —M/O4E R RFH M &I [E o

o BphiRIFEHE (Keep Alive) #95F H] A R AEIA IR, o

o B P AA %K EDISCONNECTHR T H4E X M T M 4k 4% o
o BT IRIRG®AHT M&ER -

So R AR EWEE A 0 E AR E T AWl QoSFWill Retain F B 2R %35 A ] » Bt A
AT P 560 6,8 Will TopicF»Will Message F# [MQTT-3.1.2-9] e

—E AR XA RGBT B P n K% HDISCONNECTIR U » 178 ¥ B3k a6 SN 7 fik 69 &
ERE A% [MQTT-3.1.2-10] °

do R AR BALE 40 0 EHEA A P H9Will QoSAWill Retain 5 # sk % B 40 » H# LA K H
i F ¢ &2 Will TopicA=Will Message 5 [MQTT-3.1.2-11]

o R B AR EAAEE A0 W B 0 ALK EER A& MQTT-3.1.2-12]



JB 5 3 2 1% TR KA R & o RAUREIE G TE LT » R 5om T AR R BB &R A A
BXGHER - WwREATEMEN MRS B BIEA 3B H BRLAH LT SA — AL

o

P

i 7% QoS Will QoS

B HHAR &6 F 4 H 3T o

AL T ERARE N SR GRE R 5% -

4o R ik B AR &AL E A0 > i BQoSAL LI % E A 0(0x00) [MQTT-3.1.2-13] ©
4o R 3B AT EMEE A1 0 R EQOoS Y T A T0(0x00) » 1(0x01) » 2(0x02) ° & 8944 7T &t 5
T3 [MQTT-3.1.2-14] °

1 7% PR ¥ Will Retain

{28 : AR EFH5L -

o R B AT F RG> TR 094E o

4o kB AR AL E A0 HBKRE (Wil Retain) 45 &b/ %E %0 [MQTT-3.1.2-15] °
Jo F 3k B AR AL E A

o Lo RBBRGHMZEAQ MR Fom LA RBE & SIEEREELLA [MQTT-3.1.2-
16] °

o Lo RMBRGHMZEAT MR T oL RN BB H & SERG LA [MQTT-3.1.2-17]

R P % % & User Name Flag
128 : HEEREOHTL -

4o A P % (User Name) 4r &% E 40 > HKEH T RELEAM P 4 FH [MQTT-3.1.2-
18] -

42 M P % (User Name) &% E A1 0 A XEBAT T LM a2 P & FH& [MQTT-3.1.2-
19] °

% 5 47 & Password Flag
G E A 6 -

bo %5 (Password) &% E A0 A M P RAE 24 58 F K [MQTT-3.1.2-20] ©



4o % (Password) A7 &M% E A1 0 A XEATF LM 8,8 FHFH [MQTT-3.1.2-21]

b B P LA EWREAQ B ELLAEEHO [MQTT-3.1.2-22] °

¥ & Keep Alive
B 15| 3.50R 4 ik 4

Bit 7 6 5 4 3 2 1 0
byte 9 B+ % 3% Keep Alive MSB
byte 10 ¥ & 3% Keep Alive LSB

R#FEE (Keep Alive) £— M £AT8BA A » AR A —MBILF » BRIGERP
S AR B TR — AR R AR LAY B %] B) R E T — AR LA 2] 0 A F R AP E R Bk KA ] ]
& o B P sk fi 5T PR IEAE ] 4R SC K 2% 69 B 18] 18] e A W RAF IR 4094 o b RAA AT L B 89 4%
TR LT AR E » B P 3ok /i & % —AMPINGREQH#R L [MQTT-3.1.2-23] ©

RERFEBGEES Y » B P HETIZA T AR #PINGREQ#R X » # H1¢ FIPINGRESP
WL AT AR Gom by E KA o

do RRFEEOMBER > FLIREHAE — A BAFORIF LN R A ZH KB E P #0400
X0 CL MBI B P 5% 6 Bl 238 3% I B %38 45 LTI [MQTT-3.1.2-24] °

K P K% TPINGREQIR X Z 6 » 4o /2 &3 640t 8] W45 & A I BIPINGRESPI#R X » & & 7%
% M B IR G 5 0 PA 48 3% 4 o

REFERGEA TR T XARFERZA G - LRRE > MFRTTEZRAAE P 38 T &K A
Tk A& FERFERGBEAS T ENAR > REBFHIAA TP RAFEKRIL
L EY 0 T AR E P oan H A

SEHL T
IR0 S PR B A R B s — R LA o A 00 3 A AL 18 129157 -
o .

= T 3Rk JE AL T A

B 4] 3.6 -7 % &k JEH e = 5]



Figure 3.6 - Variable header non normative example

Description | 7| 6| s | a3 ] 2]1]o0
Protocol Mame
byte 1 Length MSE (0} 0 0 0 0 0 0 0 0
byte 2 Length LSE (4) 0 0 0 0 0 1 0 0
byte 3 ‘M 0 1 0 0 1 1 0 1
byte 4 o 0 1 0 1 0 0 0 1
byte 5 T 0 1 0 1 0 1 0 0
byte 6 T 0 1 0 1 0 1 0 0
Protocol Level
Description 7 G 5 4 3 2 1 0

byte 7 Level (4) 0 0 0 0 0 1 0 0
Connect Flags

User Name Flag (1)

Password Flag (1)

Will Retain (0)
byte 8 s it 1 1 0 0 1 1 1 0

Will Flag (1)

Clean Session (1)

Reserved (0)
Keep Alive
byte 9 Keep Alive MSE (0} 0 0 0 0 0 0 0 0
byte 10 Keep Alive LSB (10} 0 0 0 0 1 i] 1 0

3.1.3 A & # 4T Payload

CONNECTH X 89 & sk # 4T (payload) &4 —/43& % Mk E A AT %;é’y*ﬁﬂ s T RRE T
HRERRZAGLEREFR -wRaE A%ﬁ’Mﬁ& ANIRJF B - B P #HARIRF o BB E
Ao B E o AP B [MQTT-3.1.3-1] °

X P 51712 4 Client Identifier

MB %542 & P Az 12 4F (Clientld) R3] & P % o EHIR Fm 9 NF P R A E— K P in
w24 (Clientld) © & P s#F0 R %58 4T oL 27 4% A Clientld 2 3] & & Z_ 7] #IMQTT &35 48 £ 69K
A [MQTT-3.1.3-2] °

% P AR R (Clientld) 568 % 42 7 BLsb /R = CONNECT 4 XA 2 .45 49 % — £ B [MQTT-
3.1.3-3]

B P AR IRAT S 21.5.3F & LUTF-8% 28 5 4F % [MQTT-3.1.3-4] °

FR % 5% b A1 B 2340 F 7 K UTF-8R A 89 K P s#Ar 2 4F » B #F RA RO ST LT
P “0123456789abcdefghijkimnopqgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ” (X
BEE o B FERET) [MQTT-3.1.3-5] ¢



T %5 3% 7T VAR VR 4R B8 6 AR L 235 89 B P s A= R 4F (Clientld) o IR 535 T AR &4 F & L
& 2| R FAF 89 F P AR R 4T (Clientld)

R %50 T A AL B PR — AR F V8% P minif i (Clientld) » %o REMEMT > IR Gk
WA X BRGNS BRE—E P Az RSN E P 5% o KRG CLRIBRE P smitth
TARAE—8 B P s#Az 24 » EF 4 ZZXACONNECTHR L [MQTT-3.1.3-6] °

W REPHRET —ARFFTOEP Bl 2E 0 CLARNBFELEREREN [MQTT-
3.1.3-7] °

WwRE P EREYClientld Y RF ¥ BFE A EREH0 0 RS LM K FEREH A0x02 (£
TARIRA a4 ) #JCONNACKAR L A & & P 5% #9CONNECTHE X » RJG X H M & & 3
[MQTT-3.1.3-8] °

4o R %8B T X AClientld » € 5o M & £ R AL A 0x02 (R TAHRIRFTEHK) 8
CONNACKE 1 &2 & P 3% #9CONNECTAR XX » A5 % Fl M % % £ [MQTT-3.1.3-9] °

MR
B P ok I T AR — AR 8 7 kA T A AL Clientld © % % 12 &84 £ kL B A
OB 2 % E 3 A F A A S A% 7 % o
1t 7% £ Will Topic
Yo R R BARERREA > ARXBHOT—NFERARREA (Wil Topic) o HE EAMLAE
1.5.3% & LHHUTF-8% 4 F 4 % [MQTT-3.1.3-10] °
7% 7H & Will Message

Yo RBBAFEBREN s AXBRAO T —ANFRARBH L o BBHET LT HHAH P
BEAG R HE > W3 A125F R o INMNFERE—AAFF KB KR &AL
MU RRABRFIREANAFTI TP c kELBETREBGOOIIENT I ROA %A
FHRAY ERAGHNSFF o

R AR A B R R A CHARBAT R A RIANFERGIERY  FOATFRNA
ISY LS E

Rl P % User Name

4R A P % (User Name) #REHZEN1 > AXBHAO T —ANFHRREE o AP LLME
1.5.3% & LHUTF-8% 45 F 45 & [MQTT-3.1.3-11] ° I 532 T A B R T H B iefo Az o

% 55 Password



o R ZFA (Password) 47 &M EEA1» AXBHH T —AFHEKAE - BEFHREE—A
AFFTHRETFH  KEAT—#HBREGFTR (FOLL2KEFERF AR F
) o E@RAQF 655355 F g = HI 4Lk o

Bit 7-0
byte 1 #IE K E MSB
byte 2 #IE K E LSB
byte 3 .... WwRKERTO > X ELRALKIEINS

3.1.4 7 2 Response

EECREBTAAER —ATCP# o KA M %55 & LI 2 (83 A e 4K
K)o &aﬁ‘%ﬂa& ST HAEMQTT 3.1.1° MR ECHBT @7 ke EiEig Ko

1. MAEREI)E » wRRSHAESLu A R %A KB CONNECTI X » MR %34 0 % %
X ANE 3 o
2. MR% 5% MizR3 17 698 RILECONNECTHR L » w R/ XA ESME » IRE5E T K%
CONNACK& T & 3 % H M %% 4% [MQTT-3.1.4-1] °
3. JR% 35T A ZCONNECTR L 89 A & A& T & RAEATH — F 6 R&] » T ARAT F 0%
iﬁv:}%;ifx%é o Jo RAEAT— A HRAT » MBI 2V Rk » R ZRFE—NIE L~
R e AL 3E R 6 CONNACK A & » F ELab /R % il 3X A~ W 4435 3% o

Yo RIBTERT) 0 RSB EPATTI T I -

1. 4o RClientld XA K P 5 C R EE B X ARS8 > AP R MR 555 LA BTFRA 698 P sk
[MQTT-3.1.4-2]

2. MR%5HLMIER 3.1.24F R M PATHE A5 E A [MQTT-3.1.4-3]

3. MR %5k bR & % 3R WAL g K 6 CONNACKR STAE 4 CONNECT 45 ST 8 #41k °f &2 [MQTT-
3144]o

4, FHH&H B R A R B E R A KA

o

RTFRP #HEKRFEZCONNECTRLZ G R ELCHIERIR L s BRP#H R EELSFR S %
8 CONNACKIR X © &a%ﬂ&%iﬁéé%? CONNECT » € T4 Z P 3% /£ CONNECTHR X Z 5
K % 6447 3B [MQTT-3.1.4-5]

FEM I
B P inil % 2 F A5 — NCONNACKIR L o Af & P in A AR K B CONNACKZ A & % 4%

PR BT AFREFERERS » XTUARILEP G FEI o

% =% B & MQTT2H4& T



3.1 CONNECT — # 4R % 3%

R

3.0 Contents — MQTT4% #] 4& ST
3.1 CONNECT — # 4k % 5%
3.2 CONNACK — ##ik & #15 K
3.3 PUBLISH — & # i} &

3.4 PUBACK —%& #i #1A

3.5 PUBREC — £ %} %] (QoS2° %—¥)
36 PUBREL- X #i##% (QoS2° #=%)
3.7 PUBCOMP — £ % % (QoS 2 % =%)

3.8 SUBSCRIBE - T i 4

3.9 SUBACK — T Fl #ik

3.10 UNSUBSCRIBE —BL/4 1T 1]
3.11 UNSUBACK — L% 4T I A1
3.12 PINGREQ — s k1% K

3.13 PINGRESP — & #kvh &

3.14 DISCONNECT -7 7+ i 4

HER

MQTT 3L F TR

28


https://github.com/mcxiaoke/mqtt

3.2 CONNACK — #1k & 15 K

R % 3% % 5 CONNACKR SToh 2 K P 3% 0k 3] ) CONNECTIR L o IR §sm R X BB P # i F
— /48 sk 47 LCONNACK [MQTT-3.2.0-1] °

do TR P oH AT AT R A R A KB IR % 5% 69 CONNACKAR ST » B P st % % M M %5 4% o
A3 By u R B e T o A 8 R A Fe il 43 ek Ak o

3.2.1 Bl 4k
B 48 3k 946 X, F45] 3.8 — CONNACK 42 5 [ 2 46 5% 8946 <

E f] 3.8 — CONNACK % U £ 3% sk

Bit 7 6 5 4 3 2 1 0
byte 1 MQTTH#HR L XA (2) Reserved & & 1%
0 0 1 0 0 0 0 0
byte 2... RIRKE (2)
0 0 0 0 0 0 1 0

FIAR KT B

AR B/ K KE o 2F TCONNACKIE L X AMEFE T2
3.2.2 7 T kK

TEEKGHE RN FP] 3.9 —CONNACKAR L7 £ 4k - 893Gk -

E 4] 3.9 —CONNACKR LT T 4k sk

Rt 7 6 5 4 3 2 1 0
HEEAIARE Reserved & & 1% SP1
byte 1 0 0 0 0 0 0 0 X

% R

byte 2 X X X X X X X X



w 7 6 5 4 3 2 1 0

EFEHINARE Reserved # & 1 spP'
byte 1 0 0 0 0 0 0 0 X
% He R E A
byte 2 X X X X X X X X

# #7410 4% & Connect Acknowledge Flags

FANFT R B > ST ARRGELLIAREA0 - H0 (SP)E X H T2
(Session Present) 17 & °

% 7y & 15 Session Present
5B RIS B0 o

o BB %5508 B A 415 (CleanSession) A& A 169% 4 > M T I CONNACKIR L P #9:R8 &
AL % B A0 9L 0 & s M IECONNACKAR T F 69 % Af 415 1% & (Session Present) =& 40
[MQTT-3.2.2-1] °

4o R IR 4% 5% 0k 2] — 4~CleanSession #0893 4 » B Al 2 EAR S AR A TR 555 T 5 L2 RAE
TClientld*t & B P st 69 2iERE c wRMEH TEKRAE T 2ERE > €L MIFCONNACKIR

P8 LA ATEARERE AT [MQTT-3.2.2-2] c W RIR S35 A H CREGLTERS » LM
CONNACKAR L 89 % A7 25 % B 40 o iF F £ CONNACKAR L F 89 & @ 45 % & 40 [MQTT-
3.2.2-3]

LA EREER S IR MEATACHMELIERE LRE - -

—BZRT 2E bR E 0 CARBLERSNE P n MR G w R C R 2%
RE o wRE P HMIRF 5w B 69 SR E S TN TR » B P % T AR FRE XN 215 K
HB ALY c BPRTAERE P mAR SR LERE > HikA o WAk KL
2ERESREA ) AREH > RABARRMA &K -

Lo R FmBEET — B4 FEREEGCONNACKIR L » g/t Haraidis E& E A0
[MQTT-3.2.2-4] °

# 3R B 5 Connect Return code
BE: TREAGF2NEY o

EHREBTESN—ANF Y ORE T £ A5 31 SR el aE PR o RS
5 F] — NSk CONNECTR T » {2 TR R R A R RLAEE » R EHE 1AL REE—N
B JERRBREM (A FHE—/) HCONNACKIL L o wER &8 K% T —MNEEIEXRR

A



= 7 # CONNACKR X » AR X
A4 3.1 —H R E A A 1A

18 3% ] A of 2
0 Ox00:# # &2

Ox01i& 4 CAE4 » K XA WL
&S

Ox02&E B » R E P
SEARIR AT

3 OX03EH TIAEL » IR F 35 17T A

4 Ox04:% ¥ T2 » LG P 4

5 OXx05:£ 3 E4E% » RIER
6-
255

fo RN R T 6P &R SR KA

CONNACK# % [MQTT-3.2.2-6] °

3.2.3 A B AT

CONNACKHE % # 4 2 B 7%

% =% H & MQTTH4& T

e 3.0 Contents — MQTT4z %] & T

e 3.1 CONNECT — # #/R 4% 3%

e 3.2 CONNACK — #ik & 8% K

e 3.3 PUBLISH - X% i} &

e 3.4 PUBACK —% 7 #1A

e 3.5PUBREC — XA /%] (QoS2:° #—
e 36PUBREL- X #/##% (QoS2:° %

e 3.7PUBCOMP - £ % % (QoS2° %

e 3.8 SUBSCRIBE - T ] &

e 3.9 SUBACK — 1T I #1k

3.10 UNSUBSCRIBE —5% /4 1T 1]
3.11 UNSUBACK — BLiH 7T I 281k
3.12 PINGREQ — w315 K

3.13 PINGRESP — & kv k2

¥
*/F

Bl AR % H M % 35 4 [MQTT-3.2.2-5]. °

o 2

EHOHREHES
PR %58 T X ¥R P stk ROIMQTT L & 3

B P ARIRAE A A UTF-8% 45 » 120k 4
54T AT A%

M%EELEs > EMQTTR S R T A
R P 2 B 6 F e A4S X2
B P o AR AE 4] SR 5 B

*¥

ARG om sl X M & E e > R HERE

)

)
¥)



3.2 CONNACK — #i\ % 3215 K

o 3.14 DISCONNECT -7 A 1% 4

EER

o MQTTH# L ¥ TR

32


https://github.com/mcxiaoke/mqtt

3.3 PUBLISH — & # 74 &
PUBLISHE #1484 B P 34 1IR30 A TR 554 60 5 72 S A — A B P A
3.3.1 Bl k%

F 4] 3.10 — PUBLISHAR STl & 4 < #3 T Bl & 4R 3k 09458 K,

A f] 3.10 — PUBLISH3& T B & 3% 3k

Bit 7 6 5 4 3 2 1 0
byte 1 MQTTH: %] 4% X £ 2 (3) DUP  QoS-H QoS-  RETAIN
0 0 1 1 X X X X
byte 2... FARKE

* % 17& DUP
BE  BIAFY B34z

4o RDUP#: &L E A0 » AT AF P ik IR F % F — Rk REH X AHPUBLISHAE X © 4o
RDUPH &R EAT » ATFETRA-NFARLFRGEL o

B P 5HBSR % 5kE R E R —AMPUBLISHAR TAt » 4/ 4 DUPR &% & 41 [MQTT-3.3.1.-1]. °
2t F QoS 04774 & » DUPAs &4/ % & 40 [MQTT-3.3.1-2]

IR % 5% & £ PUBLISHAR T4 W & B » Jk 3] (A3E) #9PUBLISH4R T #9DUPR & 6945 1 27K
3% o Zix (k) #¥PUBLISHIR T 54k 3] ( A3k) #PUBLISH4E T F #9DUPAR & & 4% 1%
B o LR R G ARIE K % (H5E) 9PUBLISHAEE L2 G A —AN T X kA E [MQTT-
3.3.1-3]

SR

FREKE —ANDUPAR E A 169425 /LB » REEBREER T —AZI AR AT —
& o

JEA TR IE

TR EGOZL DUPKRE X EZMZEHRRILAY » SR AEBELFE o B8
QoS 18 » & P 5# 7T a2 0k 3] — /\DUF’?}«HU/JOUﬁPUBLISH%‘ESC IA|L L5 —NE
Z AR EI O A ESR 2R TE AR TAR IR o 231V RETAH XHEL
ARIRAF 0 E %15 8,



o

R% B 2% % QoS

1L BANFT o F2-14% o
BAFHEEAREREAN KOS R BT ERARE - RS R B FRE 532 5 H 57 L ¢
§IJH:" o

A 3.2-R%EF &L

QoS/t Bit 2 Bit 1 ik
0 0 0 REF>E—K
1 0 1 EraR—R
2 1 0 Ry R —R
- 1 1 @Az

PUBLISHR U R 4834 QoS AT A 8942 & B A1 o 4o MR %38 KK P 3% M 2| QoS T A 4L 4T 4184
PUBLISH4& T » & &0 % Hl M % i 3 [MQTT-3.3.1-4]

% ¥ 4% & RETAIN
FE BT 0 B0 -

Yo RE P 5k KR %% 9PUBLISHIR L 89 R & (RETAIN) Az EHZE A1 R %54 LA 5 ik
BARREEFCHREREFR (QOS) » VMEY T X4 K 4 A k89 £/ 4 T Fe 0917 1]
# [MQTT-3.3.1-5] ¢ —AN# 89T HZ L » St HEANLERY TR L » WwREERLRG N
&> LA K FE X AT WA [MQTT-3.3.1-6] © 4o SRR 537 2] — %R & (RETAIN) 4:&
A189QoS 04 & » b/l £ F X AT AN LR G 691247 H & o € R %I& XA 69QoS 0
BB LMY HREG N L AT ERTARBELAE — W REAFERLAT > &
NERGRARGHE MQTT-3.3.1-7] c AX AR RINESEERL 417

o

R 4% &R £ PUBLISHAR LA B P stit » m RIEE RN B P s —ADHITHO LR K% » €

A AR LR G A7 &% A1 [MQTT-3.3.1-8] © % —ANPUBLISH#E UK 3£ 4 % P 5% % B 4 I e —
ANEEZYITHN » REFLAKREFERA0 RECKIHEANE LT REFSHMEL
% [MQTT-3.3.1-9] °

RGAREA VLA KB A RF T YPUBLISHIR L2 5 3% SAEEH K AR > RME %
ST W] ZAE LB F P 5 o sboh o Bl — AN A TAEATILA 4R 8 0 B sl A x> R A
ARG AR IT H A AR R 2B — MR & [MQTT-3.3.1-10]  ZHEEH EERAEHF
Pomc Bl 0905 &P R G AR ERMEE o IRFm FABMET YV REE L MQTT-3.3.1-11] °

Yo KB P 5k R IR % 5% 69PUBLISHAR LA R B A7 E450 » IR 535 T 485 ik X ANH AL T ReS TR
KA BALATIAG R G H & [MQTT-3.3.1-12]



A

st FTERETRTREERKZEEZIANGZ G ERA R o 9T HE I 23] it
BRE o

FIARE TR

ST TR ARk KB EHRBEG R o

3.3.2 T Lk %

T 2 3K F T 6,2 ARG Ao R AR IRAT o

F 4 % Topic Name
A% (Topic Name) T8 514 28 47 3038 &2 %A R A 20— M3 Bl iE o

FRLL LM APUBLISHAR LT TRk 89 F — M FH o Bk A& 1.5.3% & LHUTF-8% 45 6 F
% [MQTT-3.3.2-1] °

PUBLISHE X ¥ #9 £ #.% T 4% 61418 B 4 [MQTT-3.3.2-2]

%o KA AT P 5% 69PUBLISHAR U89 AL % SL/0 LBk 1T W 89 LA F IR B (1RIE 4.7
Ty LiiEAL) [MQTT-3.3.2-3] ©

& A7 12 4 Packet Identifier

RA %QoSHE % A1R20 » | LAr17 4 (Packet Identifier) F# A4 #¢ i 3L £ PUBLISH & T
P o231 T RETHERIAFRANE SR AL o

T T 3R Sk 3F AL 7

B 4] 3.11 — PUBLISHA% U T4k k FEA 76 BHHA T &4 3.3 - PUBLISHAR LI e =
B o & # kA9 PUBLISHAR SLH) T £ 4k K o

</span></span>£ 1% 3.3 - PUBLISH4R T3k #3841

Field Value
ER- A a/b
P AR B 10

B 4] 3.11 — PUBLISHR U % 4% 3k 3F .76 7 41



LU 7 6 5 4 3 2 1 0
Topic Name £ 4%

byte 1 Length MSB (0) o 0 0 0 O 0 0 0O
byte 2 Length LSB (3) o 0 0 0 0 0 1 1
byte 3 ‘a’ (0x61) 0 1 1 0 0 0 0 1
byte 4 /' (OX2F) o 0 1 0 1 1 1 1
byte 5 ‘b’ (0x62) o 1 1 0 0 0 1 0
1 TAR IR

byte 6 BXHRAEMSBO O O O O O O 0 O
byte 7 BXHRHFLSB(MO) O O O O 1 0 1 0

T FEEAL A “alb” > KEF T3 BT RAH “107

3.3.3 A 3 HBAT

B A BAT Q2K A 6 R & o IR N F A XA AF T8 o AABATKRE
TH AR REIFPHRRREFTEROERETRRKGKE o B8 TKREA LA ’J
PUBLISH#& LA & %8 o

3.3.4 *m 2

PUBLISH4R T #9 4% M4 56 7 e FRARE PUBLISHAR U F 89 QoS ¥ R X #A kL » LT @ kA& 6944
i [MQTT-3.3.4-1]

% # 3.4 — PUBLISH % T 8 77 2 of1 2

I e TR ok AL
QoS 0 7 oh K2
QoS 1 PUBACKZR T
QoS 2 PUBREC{& T

3.3.5 71k Actions

\.\
3\:-

& P 3%4% FIPUBLISHAR L& 3% &2 K B8 MR 5% » B9 =9 K B e Tl LB 6y & P

R % 3%4% FIPUBLISHR ST & % 52 B 0K B 465 — /N7 B IS B 69 & P 5%,



B R ARG IR ARZERITHN » B EGITHATRAETE » AL AGEE
THALER S ANAFRESE o TR ﬂ:r BUos IR G s ok IR I 08 B R4 T AT ) IR BL 69 QoS F 4
K& P 3% [MQTT-3.3.5-1] © IR %35% 2 )6 T AR BAT 69 QoSHF % » 4 KK &ty 8| Kb 4
— AT E BT ] & o

I B —MPUBLISHE U B » 30k H 69 B R T4.3F #i69QoS5 4 -

Yo IR %5 LI RBAEA B P 5% X AAPUBLISHAR X » €& A kil s NB P 3% o Bk /R
B EF 9QoSHL N £ % — /N E @ e AN 0 RAE X M %% B [MQTT-3.3.5-2] °

% =% 8 % MQTT4EH] & T

e 3.0 Contents — MQTT4z 4] & T

e 3.1 CONNECT — # £k %34

e 3.2 CONNACK — #ik & 33 K

e 3.3 PUBLISH - % # 4 &

e 3.4 PUBACK —% 7 #4ik

* 35PUBREC - A # 3] (QoS2° #—%)
e 3.6 PUBREL — Z#i#3 (QoS 2> % */H
e 3.7PUBCOMP - A fi %% (QoS2° % =%)
e 3.8 SUBSCRIBE - iT H] £ #

e 3.9 SUBACK — 1T M ##ik

3.10 UNSUBSCRIBE -4 1T ]

3.11 UNSUBACK — ¥ 1T b #41k

3.12 PINGREQ — v #ki5 K

3.13 PINGRESP — & #kvh &

3.14 DISCONNECT —Bj # i 4

MEER

o MQTT#H L ¥ TR


https://github.com/mcxiaoke/mqtt

3.4 PUBACK —% # #1Ak

PUBACK#E L& * QoS 1% % #9PUBLISH4R L #9°A ki ©

3.41 B Z 4k

A #] 3.12 - PUBACK# T ] & 3 %

Bit 7 6 5 4 3
byte 1 MQTTH#HR L XA (4)
0 1 0 0 0
byte 2... FARKE
0 0 0 0 0

MARKETFH

ATT R4 KKK o 2 PUBACKHR LI AMEF T2.
3.4.2 T TRk

€L 8 % 45 # N B9 PUBLISHR X 09 48 AR 1R 4F

F ] 3.13 - PUBACKR U T £ 4k k

Bit 7 6 5 4 3
byte 1 # AR IR MSB
byte 2 1B TA%IR 45 LSB

3.4.3 A 3R AT

PUBACKAR L&A A 2L 847 °
3.4.4 1k

TEOFALN 4327 ©

H=FH Z MQTTiE4] 4

e 3.0 Contents — MQTT4% %] 4& ST



3.4 PUBACK — & #n #1A

R

3.1 CONNECT — £ 4R %%
3.2 CONNACK — ##4ik % 315 K
3.3 PUBLISH — £ # i} &

3.4 PUBACK —% 7 #1k

3.5 PUBREC — X it %] (QoS2° %—%)
36 PUBREL- X #i##% (QoS2° #=%)
3.7 PUBCOMP — £ % % (QoS 2 % =%)

3.8 SUBSCRIBE - T i 4

3.9 SUBACK — T Fl #1k

3.10 UNSUBSCRIBE —BL/4 1T ]
3.11 UNSUBACK — UK 4T I A8 1A
3.12 PINGREQ — s #kiF £

3.13 PINGRESP — & $kvh &

3.14 DISCONNECT -7 7+ i 4

HER

MQTT # L F LR

39


https://github.com/mcxiaoke/mqtt

3.5 PUBREC - X #J4%] (QoS 2’ #—¥)

PUBRECE L& QoS % %24 PUBLISHAR L 697k & » € #£Q0S 25 B il X e 69 5 — /4%
3‘[ °

3.5.1 E T k%

A %] 3.14 - PUBREC#& L B & 4 3k

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT4Z 4] & L £ A (5) @1z
0 1 0 1 0 0 0 0
byte 2 FARKE (2)
0 0 0 0 0 0 1 0

Bl K EFE

AT R/ KGKE o PUBRECR LB EF T2 o
3.5.2 T Tk

T 4Rk 6,4 % 5510 99PUBLISHAR ST A9 R SUAR IR 4F ©

E 4] 3.15 — PUBREC# L 7T % & 5k

Bit 7 6 5 4 3 2 1 0
byte 1 # AR IR MSB
byte 2 1B L% 45 LSB

3.5.3 A s R AT

PUBREC#R L&A A s AT o

5.4 1k

w

% =% H Z MQTTiE4] 4



3.5 PUBREC — £ ## %] (QoS2: %—¥)

R

3.0 Contents — MQTT4% #] 4& T
3.1 CONNECT — # #: 1k % 3%
3.2 CONNACK — ##ik % #15 K
3.3 PUBLISH — & % i% &

3.4 PUBACK —%& #i # 1A

3.5 PUBREC — £ %}k %| (QoS2: %—¥)
36 PUBREL- X #i##% (QoS2° #=%)
3.7 PUBCOMP — £ % % (QoS 2 % =%)

3.8 SUBSCRIBE - T i 4

3.9 SUBACK — T Fl #k

3.10 UNSUBSCRIBE —HL/4 1T ]
3.11 UNSUBACK — UK 4T I A 1A
3.12 PINGREQ — s k15 K

3.13 PINGRESP — & $kvh &

3.14 DISCONNECT —#7 7+ i 4

HER

MQTT 3L F TR

41


https://github.com/mcxiaoke/mqtt

3.6 PUBREL - X &% (QoS2° =)

PUBREL % L & xPUBRECHR L #9°A & o B AQ0S 25 B h L XMty % = 4/ L o

3.6.1 E & 4k

E ] 3.16 — PUBREL 4% U & & 3% sk

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT4Z 4] & L £ A (6) RE 1z
1 1 0 0 0 0 1 0
byte 2 FARKE (2)
0 0 0 0 0 0 1 0

PUBREL#Z#| 48 T B @ 4R 3k 89 % 3,210/ &R G A% » LA ZE 40,0,1,0 © MR 558005 2
A AEATAEAR B MO Ak 09 5t % A M 435 3 [MQTT-3.6.1-1] °

MAKETH

AT T RRKHKE o stPUBRELR L EAMEF T2,

3.6.2 T Tk

T %Rk 85 F AN PUBRECHR S48 Fl 69 48 AR R 4F ©

E 4] 3.17 — PUBREL#R T T % 4%k

Bit 7 6 5 4 3 2 1 0
byte 1 # AR IR MSB
byte 2 1B TA%1R2 45 LSB

3.6.3 Az &R AT

PUBRELR L&A A L HAT ©

3.6.4 1%

TEG AL 4337 ©



&

3.6 PUBREL — & i #% (QoS 2 %=1

% =% B & MQTT4H & T

e 3.0 Contents — MQT T4z 4] 4& T

e 3.1 CONNECT — # H /R %3%

e 3.2 CONNACK — #ik & 3 K

e 3.3 PUBLISH — £ % i% &

e 3.4 PUBACK —% 7 #4ik

e 3.5PUBREC - X fi k% (QoS2: #—#)
e 36 PUBREL- £ ### (QoS2° %=%)
e 3.7 PUBCOMP — XA %A% (QoS 2 % =4 )
e 3.8 SUBSCRIBE - iT H] A

e 3.9 SUBACK — T i 21k

3.10 UNSUBSCRIBE —5i% 1T 1]

3.11 UNSUBACK — BUiH 1T I A7k

3.12 PINGREQ — s $ki% K

3.13 PINGRESP — & #kvh &

3.14 DISCONNECT —I¥f i 4

MEER

o MQTTH LT IR

43


https://github.com/mcxiaoke/mqtt

3.7 PUBCOMP - £/ 7.5 (QoS 2’ %

=%)

PUBCOMP#E L& *t PUBREL4R L 697k & © € A& Q0S 25 B i X # 69 F va Ml & s — A4k

X o

3.7.1 Bl Z k%

K f] 3.18 — PUBCOMP 3k T Bl & 4 3k

Bit 7 6 5 4 3
byte 1 MQTT#E 44T £ 2 (7)
0 1 1 1 0
byte 2 FARKE (2)
0 0 0 0 0

BHRKETE

ATTERKGKE - tPUBCOMPHR L EAMEF T2 o
3.7.2 T Tk

T B 4Rk 6085 F 44N 69 PUBREL R SUAR F 69 4& SUAR 4% o

E 4] 3.19 — PUBCOMP& L 7T T 4k =k

Bit 7 6 5 4 3
byte 1 # AR IR MSB
byte 2 1B L% 45 LSB

3.7.3 A BT

PUBCOMP& L& A A 5 & AT ©

3.7.4 1k

THEH A N4.3.3F -

% =% H Z MQTTiE4] 4

1 0
Rge
0 0
1 0
1 0



3.7 PUBCOMP - £ A7 (QoS 27 #=%)

R

3.0 Contents — MQTT4% #] 4& T
3.1 CONNECT — # #: 1k % 3%
3.2 CONNACK — ##ik % #15 K
3.3 PUBLISH — & % i% &

3.4 PUBACK —%& #i # 1A

3.5 PUBREC — £ %}k %| (QoS2: %—¥)
36 PUBREL- X #i##% (QoS2° #=%)
3.7 PUBCOMP — £ % % (QoS 2 % =%)

3.8 SUBSCRIBE - T i 4

3.9 SUBACK — T Fl #k

3.10 UNSUBSCRIBE —HL/4 1T ]
3.11 UNSUBACK — UK 4T I A 1A
3.12 PINGREQ — s k15 K

3.13 PINGRESP — & $kvh &

3.14 DISCONNECT —#7 7+ i 4

HER

MQTT 3L F TR

45


https://github.com/mcxiaoke/mqtt

3.8 SUBSCRIBE - 7T I] .72

B P 9% IR %5k X % SUBSCRIBER LAl TRIZE — AR % MITH o AT HEME P sn XS89
—ANREGANTRE o TR BRI GAEITH LA /A 0 R % 5% R EPUBLISHAR T
% P % o SUBSCRIBEHR AL (A HEAMNTH) 32T R KHQ0SHF % » R FimtkiE XML %
K R E BB P o

3.8.1 B -k
45| 3.20 — SUBSCRIBE4 X B % 4k 5k

Bit 7 6 5 4 3 2 1 0
byte1  MQTTH#HET LD (8) RGH
1 0 0 0 0 0 1 0

byte 2 RARKE

Bit 7 6 5 4 3 2 1 0
byte 1 MQTTHH 4 X £ % (8) Rae
1 0 0 0 0 0 0 0
byte 2 FARKE

SUBSCRIBE 4% 4] 48 Bl & 48 3k 89 53,2,1,002 24 842 » LA A 512 & 40,0,1,0 o JB %38 5 A I
B AT AL 5 O R AR 69 3F % M 4535 45 [MQTT-3.8.1-1] o

Rl AKEFH
ETTERKGKE (2FF) W EAXBHOKE o

3.8.2° T kK
THEPKOARIAFIETF 231 RBETHAER UG RHAHE S E o
T % 48k JE TR )

E ] 3.21 — 4 LAR 247 5 T1089 T ik » JEALE =0 w7 RTUAR R R EA 10 89T 1
Pk o

A 3.21 — LLAR R FT1069 T Tk > FALTH



Ao it 7 6 5 4 3 2 1 0

R AR R4
byte 1 # A7 %45 MSB (0) O 0 0O O O 0 0 O
byte 2 # A7 245 LSB (10) o o o0 o0 1 0 1 0

3.8.3 B 3 HBAT

SUBSCRIBER LA K BEM LT —AEHMLREIN L > CNATEP HBRITHG A -
SUBSCRIBE#% LA 2k .47 F 89 A8 L I8 & 7] &R LM £1.5.3F  LHUTF-854F % [MQTT-
3.8.3- 1]0}1&’«%%1‘?3‘;% BB (47AFELE) HIATRE - wRMEHBHETL
FOLMAi Ay TMLIRE » LIMIBLAEAT 6,818 Ao ff LK & 8917 1% K [MQTT-3.8.3-2]
&'—/Mufi SEEmRAE—NFH o BAF VM REF R EE K (Requested QoS) ° %
BT IR S sH @& P sk R % R H &P AR KQoSF 4 -

SUBSCRIBE#R L H AR LM L5 E Y —xt T HAZIERE f» QoSHF R FTH AL o BH AKX
H 47 49 SUBSCRIBE 4 ST & 3 R ¥ 89 [MQTT-3.8.3-3] © A X442 & M 6912 855 H4.8% ©

FRORRKRE R EFRFEREA—ANFT » CE@REUTF-8% 469 £/ Z » AR £ 43¢
B [AQOSHF B/ MA AL LEIHIT 6

A 4] 3.22 — SUBSCRIBE % T A 2k #4744 X,

g it 7 6 5 4 3 2 1 0

ITAFIRES

byte 1 * % MSB
byte 2 %% LSB
bytes 3..N (Topic Filter)
MR %R E %R
(Requested QoS)
i IR % )5
VA NS -
A T5%

byte N+1 0 0 0o 0o o0 o X X



e it 7 6 5 4 3 2 1 0

byte 1 * & MSB
byte 2 k% LSB
byte 3..N TR RS (Topic Filter)
k% 2% K (Requested QoS)
R 1z TR %0 &% %
byte N+1 0 0 0 0 0 0 X X

LATRR A L&A M EIR %7 2% K (Requested QoS) F ¥ 89 & 554t o 4o R A B HATF
B AT A JERAE » KA QOSTEH T0,1K2 ° MR % 3% 44641 A A SUBSCRIBE R L& R4k 89 5%
% F W % 3% B [MQTT-3-8.3-4] °

A B AT IEA T =4

A 3.23 - HHAM FFHXFNLFH KT A 3.5 AABA LS T
o4 if 4 SUBSCRIBE 48 T #9 4 2 #1447 ©

k¥ 3.5 — B IEN LT

ER P4 “alb”
IS S XS 0x01
ER P A “cld”
IR %R EER 0x02

5] 3.23 — A 2K HBAT F 7 A& X FEI L =



e it 7 6 5 4 3 2 1 0

FAMEREE (Topic Filter)

byte 1 LenghMSB(©) O O 0 0 0 O 0 O
byte 2 LengthLSB(3) O O 0 0 0 0 1 1
byte 3 ‘2’ (0x61) o 1 1 0 0 0 0 1
byte 4 /' (Ox2F) o 0 1 0 1 1 1 1
byte 5 b’ (0x62) o 1 1 0 0 0 1 0
Mk % i &% K (Requested

QoS)

byte 6 gi‘g‘zﬁted 0o 0 0 0 0 0 0 1
TRk S (Topic Filter)

byte 7 LenghMSB(©) O O 0O 0 0 O 0 O
byte 8 LengthLSB(3) O O 0 0 0 0 1 1
byte 9 ‘¢’ (0x63) o 1 1 0 0 0 1 1
byte 10 /' (Ox2F) o 0 1 0 1 1 1 1
byte 11 ‘d’ (0x64) o 1 1 0 0 1 0 0
ME % i &% K (Requested

QoS)

byte 12 gi‘é‘zgfted 0O 0 0 0 0 0 1 0

3.8.4 *m x

TR % 3% I B B P 3% & 3% 89 — ~SUBSCRIBE 4R Ui » 5447 4% I SUBACK R Tk &2 [MQTT-
3.8.4-1] » SUBACK R ST 54 /7 #= 5 #5 2411 89 SUBSCRIBE 42 LA 48 F 89 4% TR R 45 [MQTT-
3.8.4-2] °

R IR G 9% 42 & % SUBACK 3R S AT 7L A 46 &K 1% 517 1] IT Ao 89 PUBLISHAR T ©

o R AR %550k 3] —MSUBSCRIBE#R U » L T AF AR5 —ANINF TR LR EA
ﬂ’% b AR AE A 69 IT B A R R B IL A 09T o #IT M A LR BAZ AT H 94 F o

CHRRKQOSHETIUARE o G LML IR R LA IETINGGRGH ELAKEL »
fam—z#m.ﬁm: 46 WF [MQTT-3.8.4-3] °

Lo REBMIRERR TEMILATHOLTIRE » RFH 2N — NI IT A L ZATA T h

8 PR G H B o

-


https://tools.oasis-open.org/issues/browse/MQTT-3

3.8 SUBSCRIBE - 1T ] £ A

o IR 5] 68 % A AL R K #9SUBSCRIBEHR X » € b M4e FKE T — A 789 % 4
SUBSCRIBE# X —# A JARA o 16 T & B35 €41 69 7R & 431 5] — 1 % # SUBACK AR X 4 %
[MQTT-3.8.4-4] -

R % 3% ﬂ;; % 46K P 5% 69SUBACKAR L3t B —xt A E IR & F2 QoSS AT LM 8,4 — iR E
Ay o AN CED 8 R A R ARANT B AR AR T 69 5 KQOSHF 4 0 H & T E AT KK [MQTT-
3.8.4-5] o MR % 5% T AAE T HaAT M B 2 R 691K — L 69 QoSF & o Ao 1T M fa & d 6904 B 69 A
3B AT 09 Q0SS A AR 46 £ A i B QoSAR IR %55 3% T 69QoS A& P 8 IME o he IR
B:89QoS A1 AR T 89 R KQOSAQ » AWM FomE B L E— 4K By a| KA1THE [MQTT-
3.8.4-6] °

FE AL 7 4 fr #%&é’mﬁ HH o W RELITEE P mAR TR KQoSHF A~
19 AP A A X AL RS 19QoSHF 069 2 A K B 23 QoSHF 05 KL BEANE P % o X &
A B %ﬁiyl&éﬂ NH BB —ANBI R e WA —F @I > WL E—E4 éﬁQoS%é&Z
B BB G5B PIQOSF BN BS R LB, % AILE PR THRAKI TR HHEE
& A o

Yo RELITH R P st IR TR KQoSHF & 20 0 AP LR kQoSHF LK2&L B P %
B AR TRAEZR  ELTMERAT L RRETEGH LI KN o XA LE—
EAE QOSHERNYE EAEERLEP N TRAEZRARETE

EATE TR

ﬁ!ﬂQoS%é&2iﬂﬂ~4\i£@ﬁ;ﬁ RETRZRH KB RB AN LA 09 QoSHF % x5 IT
B AL IREMHEE o X&ERE » HTIHES KN TR KQOSHF B AL LA 07
£ > AT B F T LB RIR %58 5 1KQoSH| & A C ) F & o

% =% B & MQTTH 4% T

e 3.0 Contents — MQT T4z %! & ST

e 3.1 CONNECT — # /R %34

e 3.2 CONNACK — #ik i 15 K

e 3.3PUBLISH - % # 4 &

e 3.4 PUBACK —% % #ik

e 3.5PUBREC — £ % J%] (QoS2° %

e 3.6 PUBREL- X #A## (QoS 2" **;
e 3.7PUBCOMP - X Z./% (QoS 2+ %
e 3.8 SUBSCRIBE - 1T 1] £ 4

e 3.9 SUBACK — T Fl ##A

3.10 UNSUBSCRIBE —¢i4 1T 1]

3.11 UNSUBACK — BiH 1T b #1A

3.12 PINGREQ — & #ki5 R

3.13 PINGRESP — & k1 k2

—¥)
)
=%)

50


https://tools.oasis-open.org/issues/browse/MQTT-3
https://tools.oasis-open.org/issues/browse/MQTT-3

3.8 SUBSCRIBE - 1T ] £ A2

o 3.14 DISCONNECT -7 A 1% 4

EER

o MQTTH# L ¥ TR

51


https://github.com/mcxiaoke/mqtt

3.9 SUBACK — 7T [ 41k

MR % 5% & % SUBACKAR X% P % T AK€ Sl 8] JF B E £ 4  SUBSCRIBE & L ©

SUBACK#E L 8,4 — AR F % » €148 £ T SUBSCRIBE# K 69 £ 41T H &R T 89 K
QoS%¥ %4 -

3.9.1 B < k%

A ] 3.24 — SUBACKR L B & 3 3k

Bit 7 6 5 4 3 2 1 0
byte 1 MQTT4= 4|48 L £ A (9) & 1z
1 0 0 1 0 0 0 0
byte 2 FARKE
RAKETE

FT TR KRG K LR ABATGRE o

3.9.2 T Tk

TRk &8 F 5L 9SUBSCRIBEHR L 89 4& LAw R4 4] 3.25 - SUBACKAR ST % 4k
kAT TER KX -

E 4] 3.25 —- SUBACKR L7 L 4k sk

Bit 7 6 5 4 3 2 1 0
byte 1 # AR R4 MSB
byte 2 1B TA%1R 45 LSB

3.9.3 Az & AT

HABHM EE—NREFE o ARt N F7ILSUBSCRIBER T ¥ 6 — A~ £ 4 1L
W R o REH IR F bR A2 SUBSCRIBE AR L £ 8 it 78 % 4917 /748 F] [MQTT-3.9.3-1]

E ] 3.26 - SUBACKIE LA A Bt X AT AXBPLET Y RAGRELFK o

E 4] 3.26 — SUBACKIR A 3L 474 R,



Bit 7 6 5 4 3 2 1 0

byte 1 X 0 0 0 0 0 X X

AV IR E AL AE

0x00 - &% XQoS 0

0x01 - A2 — & K QoS 1
0x02 - 2 — & K QoS 2
0x80 - Failure %k &

0x00, 0x01, 0x02, 0x80Z #} 8 SUBACKR =1 25 & 4% & 69 » T aE4% A [MQTT-3.9.3-2] °

A 3 EAT IEA e T

A 3.27 -A ARSI FFAERGEI =0 Br T &4 3.6 -8 BATEI =B HE
53K 4 SUBACK 3R ST 89 A 2L AT o

A K 3.6 -A BTN

Success - Maximum QoS 0 0
Success - Maximum QoS 2 2

Failure 128
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Z P ok & %A UNSUBSCRIBER U4 R %-3% » Bl THUEITI 24 o
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byte 1 MQT T4l L £ A (11) RE 1z
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byte 2 RARKE (2)

0 0 0 0 0 0
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3.12 PINGREQ - ‘v k1% R
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0 0 0 0 0 0
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3.13 PINGRESP — & $k+h 5
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3.14 DISCONNECT 87 A & 4
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byte 1 MQTTHE 448 T £ 2 (14) BG4
1 1 1 0 0 0 0 0
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0 0 0 0 0 0 0 0
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2] °
o LBt & A9PUBLISHAR X 491 5 % £ PUBRECH. X (QoS 274 &) [MQTT-4.6.0-
3]

o bR 45 B =t i (9PUBREC4R U491 5 & A PUBREL4& U (QoS 2% &) [MQTT-4.6.0-4] °

IR % 5% 0L M BRINA BN ZHARZH T8 o T URE—ANAFEZA L EIAF » AAFK
— X E A LA S LA [MQTT-4.6.0-5]

B %5t 4 B R A ARG Bt 0 LR E@m eI E By R AN T o b
I s B IR A BIONKE P oA B 69 5 & £ PUBLISHAR U4 % % (2448 B #) £ #QoS)
[MQTT-4.6.0-6] °



IEA TEIRE

L@ 7] b a9 FEAR o 4% QoS 1R A Fe 1T ) 690K AR 0 1T D Ak BRUH &R A B B9 )5
KB FFHBENRLI R 22 HETRAEE » ﬁ?]f&ﬁbﬁF%ﬁQ£F&ﬁ
EANCTEWKE B ERRA o Blde » B EIRNF1,2,3,4% %8 & > 1T K E I3 690
5T 46%41,2,3,2,3,4 °

o R B P AR G on ReRIEEATIN 2k 5 A — & B 8T (in-flight) (EXKH &
WARINAT AR E G MAARK I &) » AR A ’\éﬁaﬁ1ﬁh AT EHAEAT G 4RIH B
Z G HE] o Hlde s AT HAKE IF T R1,2,3,3,4 0 @R A1,2,3,2,34  HhiE o
(in-flight window) & A1&% & » £R— AN EA L > B A A H KE T — & 7| T Fl QoS
ey B AR SRR G o

4.7 L8 % F= £ Z 8 % Topic Names and Topic
Filters
4.7.1 =43 &4t Topic wildcards

A2 % (topiclevel) 2 A THEMILIANEZAL - WRELESBK » € AL 52
4 % A~ £ % topic level °

3

T A R TA G ARk ERS » AFR—KRITI S A EM o

AR R T T UL AR B o AR A T A A A B [MQTT-4.7.1-1] -

A2 % 5 Faft Topic level separator

HHA (P U+002F) AT TG BENER > ATBLRE— NP EEN - B EP#ITHI
T ETALREESHMAARSN » THE R %ﬁ%&ﬁﬁ?oiﬁ—%ﬂgﬁﬁum%
HEEIBLBRERIBL FHOMETILE - MAWIHMER»BHET—ANERENEIBRER -

% 2 8 B Multi-level wildcard

#FFArE (‘#U+0023) AR TIRE LM FIEEE RGARS o % 2@ RSRTEH L AT
EREOTFEL - SR ARALAGETCACHELIEREIDE LY BFE@ o LB
FE > CARLA A MRS G RTE—MFR [MQTT-4.7.1-2] °

A2

Blde s da R K P 55T M A “sport/tennis/player1/#” » € 2 EME A T 7] R84 X A 697K
B

e “sport/tennis/player1”



e “sport/tennis/player1/ranking”
e “sport/tennis/player1/score/wimbledon”

JEM TG IE

o “sport/# LIt Fe ¥ % 69 “sport” 0 B A # L E LA o
o “WRAKE » HWBITAH G AL

o “sport/tennis/# L&A 7 b o

e “sport/tennis#’ & £ 3L o

e “sport/tennis/#/ranking” & 3% #9 °

3% 238 B A
ha% (+ U+002B) A& R AL A F 3% A 8 B 4 I 2 69 8 B 4F o

LIBLRENEEZEEERA TR LERRS » O F—NTRE—NER - AR ELA
GIELERBGENEL MQTT-4.71-3]c TUETAIREFHSEANAER TR E > LT A
Fo % 23R B Af —AeAE A o

FEATLIFE

B4 > “sport/tennis/+” L B “sport/tennis/player1” #= “sport/tennis/player2” » {2& 7 It
e “sport/tennis/playeri/ranking” ° Fl & » & T # 2@ By R g IR fe— AN Z 28 0 “sport/+”
I & “sport” 12.5% #p IT & “sport/” °

AT E

o “+" A IKH o

o “t/tennis/#’ A H Y

o “sport+” A& LI ©

o “sport/+/player1” . # 349 o

e “/finance” L& “+/+” F= “/+” 5 {8 % R ILEL “47 o

4.7.2 X$5F % 89 £ Topics beginning with $

R G5t T AeE § AT A Sk 89 ARG T Bl Ao A (X)%%%i@k/awgﬁ472ﬂ
SR IGMILE B P HE A RXAETRL L CREPH T E o RE5#% 2 uh$%%%i
ML AL B 8 o

RO

o SSYS/ /R BE M BH AL SIS H 4 00 2 T4 -
o B RIRRARM $ FHFA Kt 1A o

M



o T “W BB P T AW EBEAT R A BV “§” FF Kk R H & o

e 1T} “+/monitor/Clients” 9% P s& T 2 M B 4E4T X A ] “$SYS/monitor/Clients” 974 & o

o T “SSYS/H# 89K P 3% &M B X A BV “$SYS/” Sk LAAEYH &

o ITIE “$SYS/monitor/+” 89 % P 5% £ M B X 7 3| “$SYS/monitor/Clients” £ A1 &9 7% &

o WwREPHEFNIEZAGSYS) £k LR H LA TG K ETAMGHLE > BFEF
B AT H# Ao “$SYSHE o

4.7.3 £ 415 L A= il i% Topic semantic and usage
TR LA AT IR B LRAFET 2N

o IAWMIAML AT ALRELAE Y LAE—NFH [MQTT-4.7.3-1]

o TMLATHMILRELIRSRNIEFH o

o TAMLAIAMARRETALLSEH o

oi@ZXi@kﬁéum &F FH P R4 o

o RObfH VT GX TREALSEY -

. ii?ﬂZ Fr T RALRE RGOS TE —?4* (Unlcode U+0000) [Unicode] [MQTT-4.7.3-2] °

o FM4LA I AL EAUTF-8RMFH % » €I R A L655355 % [MQTT-4.7.3-3] ° 1L
1.53% o

o

BT RRRIUTF-REFTH B RERMIIN ) THALRIMIREGEREETRALER

o

oid

PC B 1T B B o IR %58 T~ fe xt £ R0 % 2R, £ R0 1L U8 & AT AT ik (normalization) 2 R
BEAS PR A BAEAT KRR B F 4 [MQTT-4.7.3-4] - TAZRE FHEANFFRBRFER T Z%
TR R F ARG Pt 6 B R T B R o

FEATLIFE

1 FIUTF-8 B A I Zvk £ » TR Rde T4 69 thdz 7T VAR 1 L4k B A5 )5 fGUTF-8 %
W X AEAL 5 89 Unicode 44 ©

FEATFE

e “ACCOUNTS” #= “Accounts” =& 1l 69 £RL%Z o
e “Accounts payable” & & k) L%
e “/finance” #= “finance” & Rl 49

W RITHGITEI ARG EEG T LINE > 2K EARE AR ANICERYGE P 5EIT
Bl o TATARASTIE R AR S 3%LT LT » AT R8T IR 55800 8] 5 — AT B A2 A AR A
FRAL G B AR o BRESHAT e ] — A A R FHIAE P suiE R



4.8 35 1% 4 ¥ Handling errors
MRIEAR LR > e RIRFHRE P %385 T HEE AT A > €M X A4 W AN A
FeH 4R X 09 Ml %% H [MQTT-4.8.0-1]

KPR LI T A2 B R Bkt 451% (Transient Error) (#l4e A3 E ¢ Ri#H T 1HER)
SEEFERILEEMQTTIR L °

Yo RE P 3k IR s A TN SE SRR AR AT BB T B 45 4% 0 W S0 K L AE S AR AN AR R AR LAY
M % & 4% [MQTT-4.8.0-2] © %= R R %% LI T B 450% » € R &2 % BT - i 4% S AT AEAT 2F
L ECE P inA %Ak o

MEER

o MQTT# L ¥ THR


https://github.com/mcxiaoke/mqtt
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R
s
Ay
>

I
%‘\ﬂ

o H—F -

o F=% - MQTTH# 4K
o =% _MQTTHHEL

o FwE _ EITH

o BEFE %A

e #553F — 1 lWebSocket

o HL¥E - —HBAK

o kB - BAHEAILE 9

5.1 Lk

AT R BB S E » TIENTEIE o KR » 32 2V 5 IR ETLS A9 IR 535 52 30 5 %A% A TCP3#%
28883 (IANAMR %% : secure-mqtt) °

kT R AETREBRS AL o fldo

o RETRAMEN

o B itAn RS H % S EAETRL T 5 F 8 (T A e)
o HIATATRA GIMER (deitat & k)

o JBEWIR % &

o MEETHRAMER KX - TThRbAHE

o EARAEHRLIEAN

MQTTZ £ 8 FHEFAERLAYBRBIRFETY o £RXMAFLT » Bl IA 7 F R4 A
#

o A p Ak & F ik

o JR % sm 9 RAG E AR AL

o MQTT4EH] I U An A 4k 2 ] & 38 69 7 F AR B
o MQTTHEH] Ik e A 4k 2 Tl 038 69 2 A6 35 4]

e A 5 B il 0 MQTTAL KM &bt > RS EN R A RAZAE G T/ - EATLS
[RFC5246] Z uixEim e ikdF o IR TR AL RAFMIL  ZANER | (FlLERAL
AFR N [USEUSAFEHARB]) » fTddrf (#lde i =7 IAHT LB A47 5
[PCIDSS]) » BEZ@EH R (B4 2 I 8- 8 74 % £ [SARBANES]) F A -



52 MQTT# A7 £ : K&MIE
MQTT solutions: security and certification

W ERTRBEFESBH T T L2tz wNISTH %2 AER [NISTCSF] » H =% &4t
17k 248 22 447 [PCIDSS] » £ BB HAZ B4 A7 [FIPS1402] #= NSA Ao %% 414B
[NSAB]

AEMQTT# L E k4 (MQTT and the NIST Framework for Improving Critical
Infrastructure Cybersecurity [MQTT NIST]) T XK EIALNISTH &2 A2HER [NISTCSF]
BAMQTTH 45§ o B AATLIEYR ~ BRI F HNERRASH THAESAER -

5.3 B ERMNMEEGZRERE

Lightweight cryptography and constrained devices
I 2R BB B AR AE [AES] 248 m B A7 42 [DES] o

ARy 2 TR AR % % &4 AL 89 32 & Ao B B R AR £ 1SO 29192 [1IS029192] ©

5.4 3 3L/ & F 7 Implementation notes

S AA AR AIMQTTH &£ 8 5 2 AR - TEOFY TR ERSEL— RtFE -

Pl 52 LT VA 2 3L @ 6 — 3R - A

5.4.1 & F 5% % 1931t Authentication of Clients by the Server

CONNECTR XL &4 A P &4 B F B o FIT AR E hofTiE Al X L F G A RE o ZIHET
ARG B T8 F A Se e LR > AR A IR 69 1A 1E & 44w LDAP [RFC4511] S OAuth
[RFC6749] » & 7T vAF] A 424F A 4089 A TEALH] o

FILT A AR BN TE LI » AL LIS - KA R ERAEMNIELIE » FRERRIE S
3 o B AU Ar AR A AL © 545 B T AAREABAL K8 7 ik o

FEZ P sufe R Fsn BAE R E M E AR (VPN) T AR IR R A ZF P skl 3] o
1 AITLS [RFC5246] B » MR %35 =T vAE & P o R 3% 69 SSLIE 5 301 & P 3 69 B 4y o

THTUAGE R EAIR S H R EEIER T S5 BIE o

5.4.2 & F 554 & Authorization of Clients by the Server



ETEPBBEGEZE LWL P L~ BP#FR4 (Clientld) ~ B P #6) THE RIPHAL » &,
FH IR 0 IR S8 T VAR 2t L IR So% RIR A5 R o

5.4.3 & % 3% & 47 321 Authentication of the Server by the
Client

MQTTHH LT AR @IE1E) » XA RER P #3018 R %55 F 69 huhl o

{2 #4¢ M TLS [RFC5246] B » & P 5% 7T vA4E A IR 5% & £ 69 SSLIE B IR TEIR £3589 F 1 o I
#IP % R4 REMQTTIR % 49 52 3L 1% % R RFC6066 [RFC6066] %3 % & LA TLS#SNIY
R o SNIA T & P st & IR %58 6 B35 09 IR 556 EALE o

ST AL 5308 5 O B P 8 & A T Sy BiE o
EEP#ARBEHZARAERERR (VPN) TRUARE P b0 2GR 55 o

5.4.4 ¥£ 4] 4R e 2 Bl K B89 T A Integrity of Application
Messages and Control Packets

Fo A ST VALE o RO B P gk 6, A eh AT A o AR BT VA A PUBLISHAE %) 4R U89 M 2445 s Ao #8 &
HERBEARGZERELE

TLS [RFC5246] 424% T =t W %1% 47 89 FL4E 0 2 AR 3h 8995 Ar J ok o
B F P ARGk AR R RS E MR (VPN) #4577 2 VPNIE & 89 B 2% B 1 4008 70 3%
Bt o

5.4.5 =4k U fe 2 VK B 89 R %5 M Privacy of Application
Messages and Control Packets

TLS [RFC5246] 7T v 2t B 4% 41 69 2 B m B o 4o A A TLS B A 484 4 6 m B ik N
NULL » AR 2 € T e B4 o ZHRE P iAo R 5% 0 RE » L8 ik Fl X LB AL o

B2 AT VAR S e 5 5 A IH BB A B o T ARME S A B Ae ik P A S BB A F M o {2
TEEL I B EC B TRE i o

B P oA IR ik T I T VA R G E# A IE o Bl e T A 5 R BAE A R 56— 5 B K o
B P A R G amZ AR R E 3 E R M (VPN) E4&TAAVPNE & 6 W % BoARIE £038 69 A

9":_‘8:]‘ o

.5.4.6 4 B.4% #r 89 7 7T I #E Non-repudiation of message
transmission



B AR E T AR K R E B 6 Rk o AR I B 9R 09 R TR (non-repudiation)  ©

5.4.7 % M & P 3% 4o Ik % 3% 49 % | Detecting compromise of
Clients and Servers

1% FITLS [RFC5246] 89 & P s&Fo R % 5% 52 I %GB 4% #4R » #7146 1LTLS [RFC5246] 48T 4%
BEEGSSLIEH AL IMG (B P HBEFG RIS HGWEEN) KB -

1% AITLS [RFC5246] 89 & P s fo B 5% 2 3L » T vA #3548 446 &9 # 1 44 7 & (CRLs
[RFC5280]) = £ & 4E 353 A ¥ (OSCP) [RFCE960] 51 5% » 4B 48.4% A i 7 45 6942 4 o

) TR F AT AN B R G R BRI S o Bl s —AUEATRANE—
NGPSABH R EA £ AR IR AL o IEEER 2% &INE [|[EEE 802.1AR] #LA A T £,
AN G — Mgt > BAE R m BRI R ARRF R E X & F 1 ©

5.4.8 % M # % 474 Detecting abnormal behaviors

R G5 3% 2 ILTT A ALE P 3w e 4T A 0 R M 69 52 A M © 4l dw

o FTRMEHFR

o THEMFMHIEER

o HIRIFFHIL

o TAdafh (HRAFEXITHRELA)

o RERFEZNHL (RATHAYLA)

o K P ik AT R R 3% R R

R I i R A ANGATH o RSk AT AW & P w4 o

MR %5 R AN R Z R EGAT A > TARTIPRIALRE Ptz R R A— AN K LEL £7)]
g(o

T 530 BT AR N M 26 B R AR (e RTR) £ILATIPRA SIS 600 2R XL 5
ﬁ °
5.4.9 X ¢ tyx 4% F N Other security considerations

4o RE P o BB G % 9 SSLIE 5 & K 0 KA KAV H IR B & A KA N4 (F) A CRLs
[RFC5280] #= OSCP [RFC6960]) 84 L

B P 3k B G5k TR > e R R P LA B ERREER » R 1ZDHRFE EHL
AL o

LeAf R KE A

o B P kAR % 544% AITLS [RFC5246] B B % AT E#H W 8 215 A IAH 69 e B A5 (%



B oETH > PRTMMA > BRINIEEIE) o
o MBS T AW AR P abiEdE 0 B RIA14E A 276 FIE EHTIIEF A o

ZIRF 4% L0 2 RAZEF B P 5% T AE ATLS &% & [RFC5077] BAATLS 415 &
[RFC5246] # 5, A o

EHIIREZHOBE PR GRLCEEINIMEHOE P sk LRAH—MtEER XA > SN A R
LRl —ANFELEHE A

0 ¢ }1SOCKS X Use of SOCKS

B 5k IR &R B R IRIE & R1E I SOCKSV5 [RFC1928] AR IZA| 12 b5k 69 W & i 4% o
X EMQTT JL,'TVX%U’F]'A’?/L\F&& (42SSH) i iE SOCKSHK I o — ALk & X HSOCKS

Bt g4 % R e i%EZéﬁaJﬂPfém%%iﬁéﬁsocr(smﬂ o Xﬂ“f)‘——ﬁ’/fﬁiﬁ’, 52 I
R 5| SOCKS 7T #84% JH B STIATE » A b2 1 38 %1% A 48 Fl 49 1E £ EMQTTR % £

5.4.11 % & & & L # Security profiles

FRAF T R R ATRAZE 22 SFREHRELAZMQTTH LT o T dfeidt b€ —
MBI R FREN o

F 7243 B B

A 7GEE B BB s MQTTHLETAE—ANEA R BRI A BB A M % E o

/\J’J% ’fé@ R
1% B AW 43845 B B B 0 MQT T LIBAT A A R AR F 694 L R E MM % L » VPN R4 32
L

AT R E

18 A G A B I 0 MQTT Y 3UE AT 242 ATLS [RFC5246] #9408 S E MM % & » 44
T HBGE » R ARE I o

BRABHR P LA BT s TLS [RFC5246] B P s ikt T AT (RERE)
MQTTZ 7 s#ikiE ©
T oA B RER E

TG Z > MQTTARZ A X HR S Ttz ety m F K E - &——ﬁi’x——/]\zﬁiﬂi}ﬁﬂﬁa)ﬂ
T AL R 8 BBk AU o IR AMFEFNT @Y F £ P ik



INISTCSF] NISTH %% 24E 22 [NIST7628] NISTIR 7628% £ & M M %22 445 & [FIPS1402]
(FIPS PUB 140-2) 4o B 3 89 % 4% K [PCIDSS] PCI-DSS % = 7 ZAHT 1L #4B w A Az
INSAB] NSAe & 44-B

MEER

o MQTTH# LT R


https://github.com/mcxiaoke/mqtt
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I

\

S = 1% ) WebSocketfE 4 M %

N
7

K

L SN

ﬁ’v * — MQTT42 4] 48 A &,
% =% - MQTT4E4] 4 T
FOE BT H

FRE - RAE

% ox ‘?‘ — 1% JlWebSocket

W EB - 2% & 7@?" 7R

42 RMQTT £ WebSocket [RFC6455] # 4 b A% 4y » oL/t R @8 & 4F -

MQTT4% %] 48 ST 347 1¢ ]l WebSocket =3t #] 2038 il & £ o 4o R BEAT H & £ A 69 44k
H s ol b I % 1] R % 35 4 [MQTT-6.0.0-1] -

¥ A~WebSocket#k 42 W T A 18 % AN R A S MQTTAR T ° #HH T A EMQT T4 4l 4R
X #WebSockett & 52t # [MQTT-6.0.0-2] °

B P kLA F 4 B matt 8,4 £ € R B89 WebSocket T L7 & £ [MQTT-6.0.0-3] °
TR % 3%, % 4% 9 18 = 89 WebSocket T ¥ L% 5 41 & mqtt [MQTT-6.0.0-4]

HIEE P smA % % 69WebSocket URIXMQTT L& A fEAT %A ©

6.1 IANAZ =% IANA Considerations

A 6% RIANAZE WebSocket F#i.% % B T i #MWebSocket MQTT-F 1L » 1& il T 7]
IR

E %] 6.1 - IANA WebSocketis 2 4+

F W AR IR AT maqtt
F WA 4 mqtt
F LR SL http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/mqtt-v3.1.1.html

MEER


http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/mqtt-v3.1.1.html

% <& — 1% 1 WebSocket

o MQTTH# L F TR
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ﬁ‘

= — &% Conformance

I
%‘\3

¢ H—F - N1

o =% — MQTT4E4] 1 L& X,
o F =% —MQTT4E#4 T

o Fuwsk — RAIEITH

o FAE - Zh

e #553F — 1 lWebSocket

o HLE _ —HMHHAK

o [H3EB - R%IMEMTE 7 A

MQTTHEE L TMQTTE F 34 LIAMQTTIR %54 6 — R MH £ R

MQTT % T AR B EMQTTE P st AAMQTTIR 3% o - Asb &I 5 3] L€ IR 5 5% 69
bR 0 IR % 3% LA B AR SMQTTE P st AMQTTHR %35 89 % K [MQTT-7.0.0-1] °

AT HEMECH— B R LR - — B F IR AR RAE A A A LI LG EFT
¥ B [MQTT-7.0.0-2] -

7.1 — 2% B 4+ Conformance Targets

7.1.1 MQTT/R %35 MQTT Server
—AMQTTIR 35 R H R T A ERA EEFSANE

1. RESHZE AT AR LGB RLARFES A E =TGN
2. HFHA4TV Ry T AT HRAM o
3. HATHEFTPHALARINGER » AMRERN TE PR egrks

o H—F -4

o % =% — MQTT4E#| &L X,

o %Z%F - MQTTH#H &

o HwE _ BIEITH

o BxE _ (WEMQTTH M % £ ZWebSocket)
o BlE_ —HMAK



HRA—HMRERGIR S m LR XFERA ARSI REERD N REECRBEAF -~ TE
B~ @ FF R ORE P B3RS F MR E3# 5 E P %) MQTT-7.1.1-1] © 122 — 54 R
R # T E AT A9 ML o IS 58 T A X3 $4.27 7] B AEATAE L » A AT
L e#H A MQTT-7.1.1-1] K95 o

7.1.2 MQTT% 7 s# MQTT Client

—AMMQTTEFPS#AAHR TR AEZRF EZFEANTE :

1. BPSHRR AT ERR LGB LAFEE —Ff F =Rt a9 N
2. HAETHEY PAHALARINGER » AER TR 5558 R 90

o H—F -4

o H =% — MQTT424| & L X,

o HZ% - MQTTH## 4

o HwFE _RMEITH

o HA%E - (wRMQTTH M % 2 &£ WebSocket)

g

o HLF - —HMHEI

R — B R R E P LA X — AR S AN RE Sl 0 RECREAF  TH
B~ B EF R R P BB 5ok MR 555 51 % P %) [MQTT-7.1.2-1] * 422 — 0P 6 R
IR T B XIFEATH R GER DL o B P& T A XIF H4.27 7] & 69T 48 s il o S AT
B8 R MQTT-7.1.2-1] & K65 45 S bhis o

MEER

o MQTT#H L F LR


https://github.com/mcxiaoke/mqtt

% B 7% #| £

I
%‘\3

°
R
)

N
T

i\

=3

[ ]
R A
iy

[ ]
W 5

O ﬂ‘iH +~H e

TEH

»

\4_\‘

B

W (FEATC)

_ﬁé

— MQTT42 4] 4& A& X,
— MQTT42 448
BAEITA
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. ﬁ%’y‘ — 1% Al WebSocket
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BAMRAFEREHS » REARIHELT TARI 0GR E— 2 F ARt - —80K
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UTF-8% % F 4% & P & 5 55 2k 3% 54 2 & 4% B Unicode# i€ [Unicode] & X #4= £R
[RFC3629] ¥ & ¥ 94 2 AUTF-88 X, o 45| & 248 69T » IBRKB IR EE
U+D800#= U+DFFF 28] 89 3032 o 4o B IR %35 R E P 8B T — A 6.4 £ UTF-
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A 2 2FEATAR IR AR B A AL 0 B ARG BVUEAIE R > bk B A EA
& o

o R B Rk R LA XML EE -

SUBSCRlBE UNSUBSCRIBE#*PUBLISH (QoSKT0) 4=#|4& Lo/l &4 —
124k AR R (Packet Identifier ©

R P 3R R i — AT 6 3 Sk R AN A 3R ST AR oL R 9 B — A & AT AR R B9 4R AR
R —ANREP R TRRINRROERRL D AE ﬁK%AﬁIﬁ’b%ﬁ&

W o BEPHAEZINBLA R GHING » IANARIARBRERABERLTEA o
PUBLISHt & 9 £ PUBACK * QoS 2#PUBLISH*t & # ZPUBCOMP » 5SUB¢S
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https://github.com/mcxiaoke/mqtt
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